567+0"8+9:0;)6"8: 1. 1.;)"#3%&

=*0+()"<3)+0D; E+39+"%$%F
<3)02B:9);23"(3B'G2:3B():23?




"O)*+,"-."/(01.23

=">:20"A: 1) +BIHO:39: 1 (05237 :0) (3)
' JG>("H+3"=+7?),3E(">;?0" * (3(E+1L+3)('="K:B;)
' 8KL8'<37)0: 9)20"INSUCNONC'ESN?

' 8+9:0;)6'Q22+3);(

20"/ (90+0"=220?20("=+9*3;R -+

QS102:)?"T"<«39;B+3)"/ (3B0:3EM"(3B"/ (9@+0"U : (0BL
<="V1+0();23?"W(?+);3;3E
' UBQ5("US</("U5<K("5<88H"
' L208+9'<8K V(" X20@;3E"W2(0B" ™ +1.7+0
' <3420 ();23"8* (0:3E"K3(062;?"VOE (3:Y();23

u,..l:l

)

UHSHS" ™ ()*+, "~/ (01.23"20'567+0'8+9:0,)6'8: 1. 1;)'76'<=">;?@"A; 1;)+BI'AAS", , ,.)0;2@0)B.921 i1



X*()'(0+" , +'E2;3E")2'922+0")2B (6]

' 8)()+'24'567+0"8+9:0;)6
' 8*20)'22+0Z;+ , "24" , *+0+" , +"(0+")2B(6
' J;?29:- 27\ X*()",?"=*0+()"<3)+);E+39+] ]
'QSID(;3"567VN'8=N"T"=K"
' >+(0", 200B"+S( L 10+"?)0:9) 2 0;3E"56 7VA'T"8=A
' 8*2,") , 2"+S(L 10+?"24"=*0+()"<3)+;E+39+
' =*0+()"'5233+9)"(3B"50;);9(0"'8) (9@
' 8*2,"62:"*%2 ,"2"'32'<)" 2207+
' /21+,200°AC7", ;)*"W02"(3B"50;);9(0"8) (9@

) vasieT Q)%+, -/ (0123420°567+0°8+9:0)6'8 1 1. 1) 76%=">;20'A; 1)) +BI'AAS" , , , )0;2GD)B.921



8)()+'24'567+0'8+9:0;)6




WO+ (9*+?"(0+",3+Z;) (7)+"a
(E( 3?)"("12) Z()+B"()) (9@+0




72)")'B2+?30)")(@+"("? - 1+0"E+3;:?

DIRECT 18:40

‘Un est heureux de revenir a l'antenne” mais ‘'on estloin de tnompher
\directeur géneral de TVBMonde sur BEMTV)

()  1uswe T )+, -/ (01.23"20'567+0'8+9:0,)6'8 1 1L 1;)'76'=">;2@"A; 1) +BUAAS" , , ,.)0;200)B.921



72)")'B2+?30)")(@+"("? - 1+0"E+3;:?

()  1uswe T )+, -/ (01.23"20'567+0'8+9:0,)6'8 1 1L 1;)'76'=">;2@"A; 1) +BUAAS" , , ,.)0;200)B.921



39:B+3)?"(3B" I () ("A2?22F H#S%N

NUMBER OF SECURITY INCIDENTS CONFIRMED DATA LOSS5

INDUSTRY TOTAL SMALL LARGE  UNKNOWN TOTAL SMALL LARGE  UNKNOWN

i

Healthcare (62)

Information (51)

Real Estate (53)
Trade (42
Transportation (48-49)

Litilities (22)

82 - 00+F'd+0:Y23"#$%&"J () ("W0+ (9*'<3Z+7):E();:23?">+1 20)
ﬂ"‘“

1HSHE" ™ )<+ , -/ (01 23"120'567+0°8+9:0)6'8 1 1 1, 76%=">;20'A; 1))+BIAAS", , , )020)B.921 '



K))(9@"c+9)207F"#$%N
-
-

()  1uswe T )+, -/ (01.23"20'567+0'8+9:0,)6'8 1 1L 1;)'76'=">;2@"A; 1) +BUAAS" , , ,.)0;200)B.921



= 1.4")2"J;?92Z+0F"#3S%N

% WHERE“DAYS DR LESS®

Time to Discover

82 - 00+F'd+0:Y23"#$%&"J () ("W0+ (9*'<3Z+7):E();:23?">+1 20)

DHS%E" ™ ()*+,"-."/(01.23"20"567+0"8+9:0;)6"8 - 1. 1.;)"76'<=">;?@"A; 1;)+B("AAS", , ,.;)0;?@))B.921 'T%.-.:;.."‘




AQ+?)" W0+ (9*+2"2"8 = 1. 1. (06

PVS0G " (" i+, -&. L (21 S8/ %-4-51&.4./%&(31/ (#678/ (9
= 0;<0%15(#7=># - 0% ;%/4(

?2308&0. 88 ANBI&CHT 14+%(0& , (

D1E#,/ #2..,/818:A181/ W47 7-GE - (%/1; , /4(

+, BB-&0.88H1%.<#18(. 1B (#J-K# - (%L %.01&.4/1; , /4(
24-5 M/0184AM0&A 1/57*=N# = (b

?(<518# - WA0(, &#*0# - L1/ (, &YW/ 1; , /4(
P30;1#,3#01/(, &&15% - %&UC1B 1&.47 1-K# - (R IMRG>SS
TULL/0%&#REVKE = (530, &MR = , Wb 1s+-(. , B1/(#6P &14@51X9
YQ# =, /Ch&H+<W(140>#BH< , - (1 (#SHOBI#W- (081 ((1(
=& 44B%&8EB%&84B , /1-

(1. 1H0E" ™ ()*+, ="/ (01.23"120'567+0"8+9:0;)6'8 - 1. 11;)'76'=">:2@"A; 1.))+BU'AAS" , , ,..)0:2@))B.921



X+'0+ (063 ++B")2'E+) T+))+0"()')*;?




5% (3E+"2"E22B("8* (0;:3E":?"E22B

CHANGE 1S INV|GORATING /
IF YoU DONT ACCEPT NEW
CHALLENGES, YOU BECOME
COMPLACENT
AND LAZY /
NOUR =i L+), 200
ATROPHIES /

82:09+F"'5(0Z;3"(3B"/277+?"76"W;0"X())+0723"1%FF&P

n,..ll

@’ 1HSHE" ™ )<+ , -/ (01 23"120'567+0°8+9:0)6'8 1 1 1, 76%=">;20'A; 1))+BIAAS", , , )020)B.921 '




X+"'3++B")2"0+(03"402 1L."+(9*"2)*+0

' QS+9:):Z+"VOB+0"%g0f%"\H02 1.2);3E"H0; Z()+
8+9)20'567+07+9:0:)6'<34201 ();23"8* (0;3E]"
' \/3'G+7"%gC #$%E, 420 1. +B
<3420 ();23"8* (0;3E"'K3(06?;?"VOE(3;Y():23(?
20"<BKV(?]
' 8:1.:0(0")2'«8K5¢?"(3B"567+0"G : 2;23"'5+3)+07?
' 32)"3+9+7?(0;06"?;02+B"76"?+9)20"20":3B - ?)06
' K3623+"9(3"1 (0);9; 1 ()N
' L2"1.20+"0+aB;?927+0;3E")*+"?2(1.+"())(9@?

) rsst Q)+, -/(0123420567+0'849:0)6'8: 1 1) 76 "> 20°A LHBIARS' , , L, )020)B921L T




X*()':2"=*0+ ()'<3)+I:E+39+[

et Q" (- (- /) (- 50 20:0D&"""+EB)0&"+O%'$D§"'F

(=03
A56+7 (*'*
|8+ 9##)0**0* & _ /88G"*
D <BEHOHH)O**0*  C <&H&)0

>20* 1" (H"'+9#D0)*&)50*




/2 ,")2"2*%(0+'2:0"34201.():23[

" (36"3B;9()207(" - 3Z+))+B"25?" (0+'02 , "9234;B+39+
%P
A:Z+"()) (902" (3B"9( L 1 GE3?"(0+"*;E*"li&PC
' QZ+06)*;3E"+H)?+",?2"?2 A + , *+0+",3"7+) , ++3
/2 ,"B2", +'?*(0+"3420 L ();23["/+0+¢?") , 2F
' 50 /VN"8=NT"=K
' 567+0"V7?+0Z(70+7?
' 8)0:9):0+B"=*0+()'«34201.():23
' =):?)+B"K:)21 ()+B"+S9* (3E+"24"<3B;9()20
<34201.();23
' =(7"8+1 (0()+B"d(0: +?"150;);:9(0"8) (98" i "W02P

) vasieT Q)%+, -/ (0123420°567+0°8+9:0)6'8 1 1. 1) 76%=">;20'A; 1)) +BI'AAS" , , , )0;2GD)B.921



o6 VN'B=<NT"=K"

B 7V ?2M*+'B;9):23(06"24" , 20B?
' 567+0"V7?+0Z(70+7?
' H*; 2% 3EC"QS102;)"=(0E+)("5 (L 1 (;E3('567+0
KBZ+0?(06
' 8=N"(CD(3E D (BE+)*()' - ?+?'667/VA)+0?
AEA1'89%+ 1 ("J+4,3;);23
'V7i+9)'=61+?", ;)*"523)+S)I5# <H"Q1L (;00"I2 (;3(
K992 : 3)F"
KA B4, 3472, 8= 2" (0+B
' BD;+3)a8+0/+0"22+0"/==H
' <372S"H - ?*PC"H200"}H - 0P

n,..l:l

ﬂ) 1HSHE" ™ )%+, "=/ (0123'20'567+0'8+9:0,)6'8 : 1. 1;)'76%=">20'A; 1) +BUAAS", , ,.)0;280)B.921L o



8="N">+10+7+3)();237?

- \72+0Z(70+F'K3"+Z2+3)"20"2) ) +4:0"1021+0)6

' 3B;9()20F"V72+0Z(70+" , ;)*"923)+S)

' 39:B+3)F"8+)"24"(9);Z)):+7?

' =(9):9?"=+9*3:R - +?"(3B"H029+B : 0+?"ll==HPF"V 1 ?
' QS102;)'=(0E+)F"X+(@3+??"+S102;)+B"76"==H

' 52:0?2+"24'K9):23"I5VKPF' I +4+32+j" 10+Z+3):23
0+1.+B;();23("1;);E();23

- 5(11(GE3F'8+)"24'0+)()+B"==H?(";3B;9() 202
39;B+3)?"(3B"+S102;)") (0E+)?

- =*0+()"'K9)20F"=*+"(BZ+0? (06

EHS0E" ™ )%+, "=/ (01.23"420'567+0'8+9:0:)6'8 - 1. 1.)'76'=">:2@"A: 1L:)+BI'AAS" , , ,.)0:?@0)B.921



567VA'V71+9)?2'a'8 - 77+)

' K992:3)V/FI2A ((30'K:2)*+3);9();23("F () +k=; 1L+

' KBBO+??V 7R, 1 ZNk; 120" (BB0+??2("dAKL{"+a 1L (;D

' K09*; Z+G;+V 7 1aY; I0'm<H'KHe(" S KW' 8<="=Um

- J21 (G3L(A+VFGZI6'R - (0;4;,+B"B21. (;3"3(A+
Q" (DT +??2(E+VTF>+9+;Z+B("=2("55("G02 1.("8 - 76+9)
- T >VTIFK T 3:4201">+?2 2 09+"A29 ()20 >AP"

- X*2;?2VIF523) (90" 321 (3L (L +"L (A +?+0Z+0

- N$T5+0):4,9(0)+V7F'8+0; (03 - 1. 7+0C"KDE(C"8 - 7h+9)

u,..l:l

EHS0E" ™ )%+, "=/ (01.23"420'567+0'8+9:0:)6'8 - 1. 1.)'76'=">:2@"A: 1L:)+BI'AAS" , , ,.)0:?@0)B.921

IT RS-



>+([0", 200B"567VN"8=N"T"=K"

' QS9+772:Z+")0(44:9"2"32):9+B"23" ("?+0Z+0"402 1" ("?: 3EM+
,20@7)();23"a";3Z+?):E();23"7+E:3?

- =0(9;3E")*+", 20@?)():23"7(9@")2"(": 2+X"(3"+ L (}0'402 1
(3+.21)*N(B1.921",;)*"(".Y;1"()(9* 1L +3)"k3B;9()20°

=L GE*(BY(">+) 1 03aH()*F 2
OKL+0:9(30S10+??nN , 40921 +.(+S1.921 p"




>+([0", 200B"567VN"8=N"T"=K"

Y 1'0)(9*1+3)?'3(1+B
' <3Z2;9+r%%$a#S%N.Y; 1':3B;9()20P
' 1 B&"&B097BS(&& 1 77%3S0$g7 7097 q4+SIN%OS
Y 11923) (37" (3"+S5+90) (70+
' <372;9+r%%$o#S%N. +S+
' 1 B&" %% 7 FOSN+gNSTO++& 7770 IN%QISHENHI W27 ?+0Z (7D+P
" QS+9:)(70+'0+(9*+7"2:2)"2Z+0"/==H")2
" ENLA#Q AN ASHN;3B;9()20P'0+B;0+9)?"B2 , 3012(B?")2
' 1204;,3)+3E2 , +7.92 1.k9??2K%%?%.Y; 1
' 19a9* (0E+a;). 30k I (E+2k%%?%.Y; I
D:E*)??.Ba, +72.922 k:A (E+?2k(;00;:3+?a02E2k*10:Bg$.Y: I

n,..l:l

@’ 1HSHE" ™ )<+ , -/ (01 23"120'567+0°8+9:0)6'8 1 1 1, 76%=">;20'A; 1))+BIAAS", , , )020)B.921 '



>+([0", 200B"567VN"8=N"T"=K"

X022 X042+ (00%: 3E")*:2"+S5+9 1 ) (70+'62 1 "4:3B")":2" ("1 (0)'24")* +
\B60+Y ("L (0, (0+0"("7(3@;3E")020(3"

=x020(3" s 2+2"("J2L (;3"U+3+0():23"KIE20;)* 1 'l==HP" (3B
0+(9%+7"2:))2"%22) 2" 3" *+" 1 (9:4:9" 2D(3B?"I==HP"(3B" : ?+?"¢#H
j==Hp

e "B+ID26"7D29@’?"M5VKP")2")*+"+1(D’?" P+ J82:E3() 20
(3B'70290"/==H")2")*+'5#"*27)?

- 8*(0:3E")*:7":30201L.();23" , :)*"62 1 0" 1 ++0?"I=K/P"62 - "4:3B"2) *+0
2:1.:0(0'Z;9); 12", *2':3@")*+:0":39:B+3)")2'62 :0"272+0Z();23?
B-2927+0:3E"("9( LI (CE3."

n,..l:l

1HSHE" ™ )<+ , -/ (01 23"120'567+0°8+9:0)6'8 1 1 1, 76%=">;20'A; 1))+BIAAS", , , )020)B.921 '



H,+9+7"24°8="a"/ +(B+0?

/+(B+07"120" ("567V/"92. 1 1D: (3)'8="1 (9@ (E+

' 07);SF8=<*rH(9@(E+"...

N IEKK?);S. A;)0+.20Ek?);Sa%". .k?);Sr920+.S?B

) IEKk?);S. 1.;)0+.20Ek<3B;9()20a#"..k;3B;9()20.S7B

" *) IFkk?);S. 1.;)0+.20Ek==Ha%"..k))1.S?B

")) 1Fkk?);S. 1;)0+.20EKS2 - 07+V4K9);23a%"..k92 - 0?7+r24r (9);23.S7B

' 07?);SF8="r/+(B+0p

' "'07?);SF=;)0+pJ06+Y ("H*;?7*;3E'<3B;9()200k?); SF=;))+p

' "07?);SFH(90(E+r<3)+3)
S?:F)61+st?);Sd29(72FH(9@ (E+<3)+3)d29(7a%.$tp<3B;9()20?"a
H*;?*;3E0k?);SFH(9@(E+r<3)+3)p

' 0k?);SF8=<*r/+(B+0p

u,..l:l

ﬂ) V#0e" = ())*+,"-."/(0123"20"567+0'8+9:0;)6'8: 1. 1.;)'76'<=">;2@"A; 1;)+B('AAS", , ,.;)0;?@0)B.921 T RSk



H;+9+72"24'8=N"a'meH 0+ / (2%

B+3);46"G;0+"QS)+3?;23("8;Y+"(3B"/ (?*

09672SF>+)()+BrV7h+9)p

09672SFH02 1+0);+?"S?;F)6 1 +StG;)+V7hFG;)+V7h+9)=6 1 +tp
""oG)+V7IFG;)+rQS)+3?;23pY; 1 0kG;)+V 7iFG;0+rQS)+3?;23p
""oG;0+V7IF8;Y+r<3rWe)+?ptaghokG;)+V 7iF8;Y+r<3rwe)+?p

"oG+V IR/ (?*+?p096725521. 1. 23F/ (?*p

096725521 1.23f8; L 10+r/ (?*rd(0: +p&B097B$(&&177%$0$g7 7097 gd+$IN%OSOKI

0 1 ) )+ 4 * a(l:




H;+9+2'24'8=Va"H"X ()9*0;)

8*20)'52:0?7+"24'K9);23" , ;)*"5#" , ()9*D;?)<H?
0?),;3F8=<*r/+(B+0p
""""" 07);SF=)i+pJ06+Y ("5#" , ()970;?)<H?.0k?);SF=;)H+p
""""" 07?);SFH(9@(E+r<3)+3)'S?;H6 1 +st?);Sd29(7?2FH(90 (E+<3)+3)d29 (7a%.$tp<3B;9()20?"a
X()9*D;?)ok?);SFH(9@(E+r<3)+3)p
"'09672SFH02 1+0);+?"S?:F)6 1 +StKBB0+??V7h+9)FKBB0+??V7h+9)=6 1 +t"9()+E206st; 1 ZNa
(BBOtp




H+9+2'24'8=Va"~ >A™X ()9*1;?)

8%20)'52:07+"24'K9);23"*+(B+0", ;)*"~>A", ()9*D;?)" ™ >«?
09672SFV7h+9)p

"09672SFH021+0);+?'S?;))6 1 +st ™ >V T7h+9)F ~ >V 71+9)=61+tp

"0~ >V/7h+9)Fd(D: +'923B:);23stQR - (02t"(1106r923B;):23stKL_tp

*)) 1Fkk 1204:3)+3E2 , +7.92 1.k922k%%?%.Y: luu92 L 1 (uu*)) 1Fkki9a

9* (0E+a;).30k 1 (E+2k%%?%.Y; luu92 1 1 (uu*)) IFkk;E*)??.Ba




QS(AL I+V5"Z,("56 7V 1"'8=N

<stix:Indicator xsi:type="indicator:IndicatorType" id="example:indicator-3c3885fe-a350-4ab5c-aae3-67T014df36975" timest
amp="2014-A5-ABT09:00:00. A000007 >
<indicator:Title>Malware XYZ Hashes</indicator:Title>
<indicator:Type xsi:type='stixVocabs:IndicatorTypeVocab-1.1">File Hash Watchlist</indicator:Type>
=rmdreatorYatd—Fome—Posttion>
<indicator:Start_Time>2014-01-01T12:48:50Z</indicator:Start_Time>
<indicator:End_Time>2014-01-31T12:48:50Z</indicator:End_Time>
</indicator:Valid_Time_Position>
<indicator:0bservable id='"example:observable-3d7b@8aa-88bf-4f9c-bb34-939b7548b636" >
<cybox:0bject id="example:observable-5a5a@a2d-3b75-4ba6-932f-9d5f596c3c5b">
<cybox:Properties xsi:type="FileObj:FileObjectType'">
<FileObj:Hashes>
<cyboxCommon:Hash>
<cyboxCommon:Type xsi:type="cyboxVocabs:HashNameVocab-1.@" condition="Equals">MD5</cyboxCommon:Type>
<cyboxCommon:Simple_Hash_Value condition="Equals" apply_condition="ANY">01234567890abcdef012345678909abcde
fi##tcomma##abcdef1234567890abcdef12345678904# comma##00112233445566778899%aabbccddeeff</cyboxCommon:Simple_Hash_Value=
</cyboxCommon:Hash>
</F1lelbj]:Hashes>
</cybox:Properties>
</cybox:0bject>
</indicator:0bservable>
<indicator:Confidence>
<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-1.0">Medium</stixCommon:Value>
</indicator:Confidence>
</stix:Indicator=
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POST http://taxiitest.mitre.org/services/poll/ HTTP/1.1

H - . = a UV T L
Proxy-Connection: keep-alive
Content-Length: 2702
X-TAXII-Content-Type: urn:taxii.mitre.org:message:xml:1.1
X-TAXII-Accept: urn:taxii.mitre.org:message:xml:1.1
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/39.0.2171.95 Safari/537
« 36
Content-Type: application/xml
Accept: application/xm
Cache-Control: no-cache
X-TAXII-Services: urn:taxii.mitre.org:services:1.1
X-TAXII-Protocol: urn:taxii.mitre.org:protocol:http:1.@
Accept-Encoding: gzip, deflate
Accept-Language: en-U5,en;q=0.8

<taxii_11:Poll_Fulfillment xmlns:taxii_11="http://taxii.mitre.org/messages/taxii_xml_binding-1.1" message_id="83813"
collection_name="default" result_id="29321" result_part_number="1"/=>
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HTTP/1.1 288 OK
Date: Fri, 19 Dec 2014 13:22:04 GMT
: Apache/2.2.15 (Red Hat)
Protocol: urn:taxii.mitre.org:protocol:http:1.0
Content-Type: urn:taxii.mitre.org:message:xml:l.1
ices: urn:taxii.mitre.org:services:1.1
wpei: application/xml
Fer-Encoding: chunked
keep-alive
onnection: keep-alive

'}

«taxii 11:Inclusive End Timestamp=2814-1
<taxii_ll:Record_Count partial_count="fa
<taxii 11:Content Block=
<taxii 11:Content_Binding binding id="urnistix.r
<taxii_l1l:Content=
<5Tix:STIX_Package xmlns:xe

xmlns: indicator="h

version="1l.1.1">
=sti1ix:5TIX Header>
estin:Title=Example watchlist that contains domain information.</stix:Title>
«5tix:Package_Intent xsi:type="stixVocabs:PackageIntentVocab-1.8">Indicators — Watchlist</stix:Pa
ckage_Intent=
=/stix:STIX Header>
«stix:Indicators>
w5tix:Indicator xsi:type="ind
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Name Owner Date Added

Seng Yubo Commeon Community 02-27-2015

Commen Community 11-18-2014

jehn.fielder@hotmail.com Commeon Community 08-30-2014

Hacking Team, also known as HT 5.r.l., i
s a Milan-based purveyor of ‘offensive
techneology” to governments around the
Li Ning Comman Community 04-18-2014 world

tommy.bibber1234321{@ddd.com Common Community 09-30-2014

Hacking Team Common Community 02-13-2014 Tvpe Adversary

01-21-2014 Owner Common Com

Sergey Taraspov Common Community munity

lack White Common Community 01-02-2014 Added 02-13-2014
rooterit Common Community 12-20-2013 _
Advanced Persistent Threat

Wang Zhong Yun Comman Community 12-11-2013
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Summary Owner

190921061 FCF20CF579E625587 A2LAEBEB0SS523... Common Community 07-29-2013
http:/ falliedagencies.biz/ questions/doc/doc/doc... PhishTank Source 04-12-2015
122.151.223.203 Common Community 12-05-2013
nttp:/ fwww.completepc pt/catalog/images/mail... PhishTank Source 04-12-2015
http:/ funitedstatesreferral.com/santos/gucci201.., PhishTank Source 04-12-2015
JBEBDOACCE0ESF2D2707593407 21 BEVEFD2B9F92... Common Community 08-11-2014
http:/ fargumentall.com/funds/box/index.php PhishTank Source 04-06-2015
http:/ fcbsa-passaros.com.br/FORCA_PREMIADA... PhishTank Source 04-12-2015
http:/ fkuchijewelleryonlinestore.com/gmh/index.,, PhishTank Source 04-08-2015

http:/ /signin.ebay.com. 715-385-864-980.715-38.., PhishTank Source 05-05-2015
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